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Index

211

platform outages 73-74
policies
project risk management 184-185
risk governance 102-103
pooling expert judgment 67-68
portfolios 183-184
preparation phases, scenario analysis 13—14
preventive controls
key risk indicators 154—155
risk management sequences xxiii
risk management taxonomy 24
risk mitigation 24, 105-106, 110-113,
116-117
primary controls 106
PRINCE 2 181-182
probability of occurrence 51, 53—60, 64-65,
72-74
procedures, operational risk governance 102—-103
processes, incident data collection 132—139
process mapping 4, 9
progress assessments 124—125
project risk management 181-192
approvals 182-183
closure 184185
data aggregation 190
debriefing 184-185
decision-making 181-182
governance 181-182, 185, 192
key risk indicators 192
life cycles 182
policy 184185
portfolios 183-184
ratings 186-189
RCSA 182, 187, 190-191
risk assessments 181-182, 187-190
risk function 181-187
risk identification 181-182, 187-190
risk mitigation 182
risk monitoring 182, 191-192
risk ratings 186-189
risk reporting 191-192
risk update 182
stage-gate processes 181-182
propinquity 123-124
pyramid structures 4647

QIS see quantitative impact studies
quality assessments 172

quality reviews 137

quantification details 73-74
quantitative impact studies (QIS) 80
quartiles 168

questionnaires 199-201

rare data losses 166-167
RCSA see risk and control self-assessments
reconciling, risk identification tools 5
regulations, incident data collection 129-132,

136-137
regulatory capital

advanced measurements 81-85

banks 77-92

Basel IT 77-92

BEICF 84

calculation datasets 82—83

CCAR process 88-91

control factors 84

external data 83-85

frequency assessments 87

history 77-79

ICAAP 88-91

internal databases 82-83

losses 77-92

modeling 77-92

Monte Carlo simulations 87

operational risks 78-88

Pillar 1 78-88

Pillar 2 78, 88-92

rationale 77-79

risk assessments 77-92

scenario analysis 63—65, 72-73, 84-86, 89-92

severity assessments 87

standardized measurement 79-81

stochastic models 85

stress testing 90-92

supervisory reviews 78, 88-92

units of measure 88

wind-down planning 92
regulatory compliance 157, 173-174
reperformance controls 108
repetitive controls 109-110
reputation 221-229

benefits 224



242

INDEX

reputation (Continued)
characteristics 221-222
creating 222-223
crisis management 224-229
definition 221
good reputations 222-224
information security risks 193, 195, 197-198
maintenance 223-224
management 221-229
risk appetite 44
residual risk self-assessment (RSA) 51
resignations 149
resilience 221-229
crisis management 224-229
definitions 224
resistance, risk reporting 134—136
retail banks 43
revenue impacts 8
reverse stress testing 92
reviews, incident data collection 137-139
rewards, risk appetite 38-39
risk, definitions xix—xx, 19-27
risk appetite
board responsibilities 37, 39-41, 4447
bottom-up risk analysis 4445
comprehensive frameworks 41-42
controls 41-45
definitions 37-40
excess risk analysis 47-49
framework alignment 4649
key risk indicators 46-47, 141-145
operational risk governance 98
rewards 38-39
risk assessments 37-49, 98
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