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RCSA exercises 51–53
risk appetite 39–49

supervisory review processes 78, 88–92

sur-solvency 46–47

surveys 32–33, 199–203

systematic estimation 66–67

systematic patterns of failure 116–118

system failures 22

systemically important financial institutions (SIFI)
78

system outages 226

systems uptime 203

target culture 120–126

taxonomy

definitions 23–27
information security risks 197–199

risk definitions 23–27
risk identification 23–27

TDRA see top-down risk analysis

technical measures, information security risks
203–205

theft, cyber risks 193, 197–198, 202,
211, 214

third party risks

information security risks 193, 195,
197–198

reputation 44, 193, 195, 197–198, 225

three lines of defense model (3 LoD)
95–102

three-pillars approach 77–78

thresholds, key risk indicators 145–146,
151–154

top-down risk analysis (TDRA) 3–5, 44–45

transaction verification 215–218
transfers, risk mitigation 105, 112–113

transparency 226

uncoverable losses/mistakes 216–217
units of measure (UoM) 88

validation
incident data collection 137–139
key risk indicators 146, 154–155

scenario analysis 63, 74–76

value, risk management frameworks 175–178

velocity, RCSA exercises 51

verification, cryptocurrency risk 215–218

violations 111
virtual currency risks 207–219

virtual wallets 211–212, 215–217
vulnerabilities

cryptocurrency risk 210, 213–219

risk identification tools 5–6

WEF see World Economic Forum
willingness, conduct/culture 122

wind-down planning 92

workplace safety 20

workshops 14, 51

World Bank war room training sessions
227–228

World Economic Forum (WEF) risk network 29
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